Abstract. A new algorithm is proposed for the construction of BrezingWeng-like elliptic curves such that polynomials defining the CM discriminant are linear. Using this construction, new families of curves with variable discriminants and embedding degrees of k ∈ {8, 16, 20, 24}, which were not covered by Freeman, Scott, and Teske [9], are presented. Our result is useful for constructing elliptic curves with larger and more flexible discriminants.
Introduction
Over the past few years, a great deal of attention has been focused on pairingbased cryptography. Since 2000, a number of new and novel protocols based on pairings have been proposed such as one-round tripartite key agreement [12] , identity-based encryption [4] , short digital signature [5] and identity-based key exchange [15] etc. For a practical realization of these protocols, pairings must be implemented efficiently.
For efficient pairing computation over elliptic curves, the curves should have large prime order subgroups and embedding degrees should be small enough so that computations in finite fields are feasible. However, the size of finite fields must be large enough so that discrete log problems in finite fields are hard to compute for security purposes. We call such curves pairing friendly.
One such useful pairing-friendly curves are supersingular elliptic curves with distortion maps. However, these have small embedding degrees limited up to 6 and only a small number of curves exist. Another possible pairing friendly curves are ordinary elliptic curves with a greater choice of embedding degrees. Since these curves are rare according to a study by Balasubramanian and Koblitz [2] , it is necessary to develop appropriate algorithms to construct suitable pairing-friendly curves. Many algorithms have been proposed to construct pairing-friendly ordinary elliptic curves. One general method is the Brezing and Weng method [7] , which generates polynomial families of curves by using a defining polynomial r(x) of a cyclotomic field or its extension field. Usually, the defining polynomial of cyclotomic field Q(ζ k ) for a primitive kth root of unity ζ k is the kth cyclotomic polynomial Φ k (x). But if we use an irreducible factor of Φ k (u(x)) for some u(x) ∈ Q[x], we can obtain a different defining polynomial of the cyclotomic field Q(ζ k ) or its extension field. Using this idea, Galbraith, Mckee and Valenca [10] demonstrated the existence of ordinary abelian varieties of dimension 2 having small embedding degrees. Building on this work, Barreto and Naehrig [3] , and Freeman [8] constructed pairing-friendly elliptic curves of prime order. If we choose an irreducible factor r(x) of Φ k (u(x)) such that the degree of r(x) is φ(k), r(x) will define the same cyclotomic field Q(ζ k ). But in some cyclotomic fields, a careful choice of r(x) can produce a pairingfriendly curve with better ρ-value than curves constructed from Φ k (x), where ρ = deg q(x)/ deg r(x). Working from this idea, Kachisa, Schaefer and Scott [13] developed a method for constructing pairing-friendly elliptic curves with better ρ-values.
In [8] , Freeman observed that, if 4q(x) − t(x) 2 is square-free and has degree larger than 2, the equation
2 has finitely many integer solutions (x, y) by Siegel's theorem [16] , where q(x), t(x) are the polynomials parameterizing the finite field size and the elliptic curve trace, respectively. Therefore, it is a natural approach to consider the algorithm to find q(x), t(x) which provide pairing-friendly curves such that 4q(x) − t(x) 2 is not square-free or has a degree less than 3.
We are interested in the case of pairing-friendly curves with the CM equation of degree 1. To construct these curves, we find a necessary and sufficient condition of pairing-friendly curves with the CM equation of degree 1 (Proposition 3.1 and Proposition 3.2). The key idea to find this condition is that the problem becomes more manageable when they are suitably recast in terms of the root of r(x), where r(x) is the polynomial defining the order of elliptic curve group. By the condition of degree 1, we can predetermine the form of the root of r(x) in the cyclotomic field Q(ζ k ) to construct curves with the CM equation of degree 1. From this condition and some calculations, we can classify all of the cases such that q(x), r(x), t(x) represent a family of elliptic curves and 4q(x)−t(x) 2 has a degree of 1 (Theorem 3.6). However, there are some cases in Theorem 3.6 that we cannot find such curves. To cover these cases, we consider the CM discriminant with square part. By finding the condition to have CM discriminant of the form xf (x) 2 , we can construct more pairing-friendly curves. Our method is useful for constructing elliptic curves with larger and more flexible discriminants. In the method proposed in this paper, since CM discriminants are not fixed but parameterized by the variable x, we can obtain various and larger discriminants by a suitable x. Moreover, by making proper substitutions in discriminant polynomials, it is possible to construct pairing-friendly elliptic curves with predetermined discriminants. Note that the method to find pairing-friendly curves with variable discriminants is also proposed in [9] . However, there are some cases which are not covered by that paper (See Table 5 in [9] ). We fill the gaps by providing method and examples.
The paper is organized as follows: Section 2 reviews the basic definitions related to pairing-friendly curves and methods involved in the construction of the curves. Section 3 presents the complete classification of pairing-friendly elliptic curves with the CM equation of degree 1. We propose a method that provides a more general form of discriminants and an algorithm and examples of the method in Section 4. Section 5 concludes.
Pairing-friendly elliptic curves
In this section, we briefly review the definitions and methods involved in the construction of pairing-friendly curves. The background of this section is based on the comprehensive summary of the known constructions of pairing-friendly elliptic curves in [9] .
Let E be an elliptic curve defined over a prime finite field F q . Let r be a large prime factor of #E(F q ), and let k be the smallest integer such that r|(q k − 1); such a k is called the embedding degree with respect to r. A pairing-friendly curve is formally defined as follows [9] . Definition 2.1. We say that E is pairing-friendly if the following two conditions hold:
(1) there is a prime r ≥ √ q dividing #E(F q ), and (2) the embedding degree of E with respect to r is less than log 2 (r)/8.
There are a number of methods for constructing pairing-friendly elliptic curves with the prescribed embedding degree k. These methods all have the following essential steps:
(1) Look for suitable values of the parameters, including embedding degree k; the cardinality of the finite field q; the trace of the Frobenius endomorphism of the curve t; the prime order of the subgroup r. (2) Use the Complex Multiplication(CM) method to find the equation of the curve [1] . Like Proposition 2.4 in [9] , if we assume k ∤ r, the definition of embedding degree k with respect to r is equivalent to
where Φ k (x) is the kth cyclotomic polynomial. Since r is a factor of #E(F q ) = q + 1 − t, it is also equivalent to
For
Step (2), we need an additional parameter, the CM discriminant which is defined as the square-free part D of the nonnegative integer 4q − t 2 . For practical reasons, D must be less than 10
13 by the recent work of Sutherland [17] .
Brezing and Weng constructed a family of pairing-friendly curves using polynomials to represent the parameters q, t and r. To describe this method, we first need the following definitions.
Definition 2.2 ([9]
). Let f (x) be a polynomial with rational coefficients. We say f represent primes if the following conditions are satisfied:
(
Definition 2.3 ([9]). Let t(x), r(x), q(x)
be polynomials with rational coefficients. For a given positive integer k and a positive square-free integer D, the triple (t, r, q) represents a family of elliptic curves with embedding degree k and discriminant D if the following conditions are satisfied:
and where p(x) represents primes. (2) r(x) = c · r(x), where r(x) represents primes and c ∈
2 has infinitely many integer solutions (x, y).
The equation in condition (5) is called the CM equation. Note that since q(x) + 1 − t(x) = h(x)r(x), the CM equation is equivalent to
If c and h(x) are equal to 1 in conditions (2) and (3), respectively, the elliptic curve group has prime order. This is the ideal case for security and efficiency. The ρ-value that represents how close a given family of curves is to the ideal curve is defined as follow:
, and suppose that (t(x), r(x), q(x)) represents a family of elliptic curves with embedding degree k. The ρ-value of the family represented by (t(x), r(x), q(x)) is:
The Brezing-Weng method [7, 9] is summarized below as Algorithm 1. 
New families of pairing-friendly curves with the CM equation of degree 1
Throughout the paper, we denote by ζ k the primitive kth root of unity for k ≥ 3.
Proposition 3.1. Suppose (q(x), r(x), t(x)) represents a family of elliptic curve with embedding degree k and d(x)
2 + a 0 , where a 0 , a 1 are some rational numbers, a 1 is nonzero and l ∈ (Z/kZ) * .
Proof. 
2 is linear, we only have to consider r(x) that has the root θ = a 1 (ζ
Therefore, it is enough to consider the case of l = 1. In the following proposition, we propose a method to construct a family of pairing-friendly elliptic curves with embedding degree
, where a 0 , a 1 are some rational numbers and a 1 is nonzero. Fix a positive integer k and the kth cyclotomic field Q(ζ k ). Execute the following steps.
Suppose q(x) and r(x) represent primes and t(x) ∈ Z for some x ∈ Z. Then (t(x), r(x), q(x)) represents a family of elliptic curves with embedding degree k
Proof. First, we show that the kth cyclotomic field Q(ζ k ) is isomorphic to
where 
Therefore, changing a 0 , a 1 corresponds to applying an affine change of variable to the polynomials (q(x), r(x), t(x)) does not produce anything new.
Searching for families of curves with 3 ≤ k ≤ 50 such that 4q(x) − t(x) 2 is linear
We searched for families of pairing-friendly curves with 3 ≤ k ≤ 50 using Algorithm 2. For any embedding degree k, Algorithm 2 outputs a potential family of elliptic curves with the CM equation of degree 1. But the problem is whether q(x) in Step 6 is an integer-valued polynomial or not. Since
have integral solution (x, y) and q(x), t(x) from Algorithm 2 have the relation 4q(x) − t(x)
2 = x, it is enough to consider the evaluation of q(x) at integers x. If q(x) from Step 5 in Algorithm 2 is not an integer for every
Algorithm 2
INPUT: embedding degree k, primitive kth root of unity ζ k . OUTPUT: q(x), r(x), t(x) with embedding degree k such that 4q(x) − t(x) 2 = x.
such that r(θ) = 0. 
(x), r(x), q(x).
integer x, then q 1 (x) obtained by applying any affine change of variable over Q to q(x) also cannot represent families of elliptic curves. In this case, there exist no polynomials (q(x), r(x), t(x)) representing families of elliptic curves with embedding degree k and the CM equation of degree 1.
The following lemma based on the Chinese Remainder Theorem reduces the complexity to find an integer x such that q(x) is an integer. Proof. In case of k = 10, q(x) is reducible. In case of k ∈ {3, 4, 6, 8, 12, 15, 16, 24, 30, 32, 39, 40, 48}, q(x) has no integer value. In all other cases, we can obtain (q(x), r(x), t(x)) from Algorithm 2 and Algorithm 3. □ Other examples can be found in [14] .
Algorithm 3 INPUT: q(x), r(x), t(x) from Algorithm 2. OUTPUT: q(x), r(x), t(x) such that 4q(x) − t(x)
where gcd(a1, b1) = 1. 2: if q(x) is irreducible and a1 = 1, then 3: let b1 be factorized as
i for some prime pi and positive integer ei.
4:
find the smallest xi ∈ Z in 0 ≤ xi < p
if there exist xi for all 1 ≤ i ≤ n, then 6: let x0 be the solution of CRT such that x0 ≡ xi mod p
8:
find the smallest factor l of m, such that q(lx
where x1 ≡ x0 mod l.
9:
let r(lx + x1) = e r(x), where e is a constant and r(x) represent primes,
10:
output q(lx + x1), r(x), t(lx + x1).
11:
else 12: output "There exist no polynomials"
13:
end if 14: else 15: output "There exist no polynomials" By Theorem 3.6, we cannot find polynomials (q(x), r(x), t(x)) representing family of elliptic curves with embedding degree k and the CM equation of degree 1 for some k such as k = 8, 16, 24. In this section, we will show that these examples can be found if we consider the discriminant of the form xf (x) 2 . For this purpose, Proposition 3.2 can be modified as follows. 
2 . Fix a positive integer k and execute the following steps.
Suppose q(x) and r(x) represent primes and t(x) ∈ Z for some x ∈ Z. Then (t(x), r(x), q(x)) represents a family of elliptic curves with embedding degree k such that
Proof. We show that (q(x), r(x), t(x)) satisfies the condition (3) in Definition 2.3. By
Step (2), Step (3) and Step (4),
where
4a1 . The remaining parts of the proof are the same as those of Proposition 3. (2) Note that ℓ can be a multiple of k. By selecting α in Q(ζ ℓ ), it is possible for Q(θ) to be equal to Q(ζ ℓ ). This is a big difference from Proposition 3.1.
(3) As in Remark 3.3, a family of curves with the CM equation
for all σ i ∈ Aut Q Q(ζ ℓ ).
Examples
In Algorithm 4, it is difficult to predetermine θ for producing good results. For a suitable selection of θ, we performed an exhaustive search through all coefficients between −3 and 3 that will appear in the representation of α or (ζ k − 1)/α by the basis {1, ζ k , . . . , ζ
In the search, we chose θ that gave the minimal difference between the first x 0 and the second x 1 such that q(x i ) is an integer for x i ∈ N. But we cannot conclude that these are the best results.
Algorithm 4
INPUT: embedding degree k, primitive kth(ℓth) root of unity ζ k (ζ ℓ ) for some multiple ℓ of k.
OUTPUT: t(x), r(x), q(x)
1: Repeat 2: Choose a random nonzero element α ∈ Q(ζ ℓ ).
such that r(θ) = 0 and 
We also found (q(x), r(x), t(x)) representing a family of pairing-friendly curves with embedding degree k ∈ {32, 40, 48} such that 4q(x)−t(x) 2 = xf (x) 2 . These curves had ρ = 31/16. We chose α = −ζ 
A variable discriminant
To construct curves using the CM method, we need the CM discriminant D, which must be less than approximately 10 13 for practical reasons. We can obtain D from the square-free part of the CM equation. There is an another approach to obtain a proper CM discriminant D. Since the curves from the proposed method have the CM discriminant d(x) = ax+b ignoring square part, we choose some D and make the substitution x → 
D(ax+x0)
2 −b a . 6: Let q 2 (x) = q 1 (s(x)), r 2 (x) = r 1 (s(x)), t 2 (x) = t 1 (s(x)). 7: If q 2 (x), r 2 (x) represent prime, where r 2 (x) = e r 2 (x) for some constant e, 8: then output q 2 (x), r 2 (x), t 2 (x).
After this substitution, if q(x) represents prime, then (q, r, t) represents a family of pairing-friendly curves with the discriminant D.
Conclusion
A family of pairing-friendly curves with the CM equation of degree 1 is completely classified, and families of curves with embedding degree 3 ≤ k ≤ 50 are presented. A new algorithm that can be used to construct a family of pairing-friendly curves with the CM discriminant of xf (x) 2 is proposed. Using this algorithm, new families of curves with variable discriminants and embedding degree k ∈ {8, 16, 20, 24} have been presented.
